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Introduction
Spiral Skills is committed to the delivery of a first class confidentiality service. This means ensuring that all client and staff information is processed fairly, lawfully and as transparently as possible so that client:
• understand the reasons for processing their personal information;

• give their consent for the disclosure and use of their personal information;

• gain trust in the local authority and other relevant agencies and how it 
  handles information and;

• understand their rights to access information held about them.

This policy sets out requirements for the development and maintenance of a

“Confidential Service” as outlined in the “Spiral Skills - Confidentiality Code of Practice”

To support this policy a “Confidentiality Code of Practice” has been produced which describes in depth the detailed requirements that must be followed by all staff. The code includes guidance to aid decision-making when there is a need to disclose confidential information.
This policy and the “Confidentiality Code of Practice” are evolving documents and

will continue to be developed as standards and best practice are further amended in line with the changing needs of Spiral Skills and its partners.
Policy Statement

Information that can identify an individual client will not be used or disclosed for purposes other than in line with safeguarding adult procedure and/or where there is an identified risk to the client or advocate without the client’s explicit consent, some other legal basis, or if there is a robust public interest or a legal justification for doing so. Whilst the basic duty is to keep information confidential, where the specific need to share it with or without consent exists, it should be disclosed and indeed not to do so may result in Spiral Skills failing in its duty and therefore action may be instigated. Anonymised information is not confidential and may be used with fewer constraints. 
Detailed guidance on disclosing patient information is contained within the organisations “Confidentiality Code of Practice”. Further advice and assistance can be obtained from Spiral Skills Human Resources department.
Obligations

This policy and “Confidentiality Code of Practice” apply to all staff, contractors and volunteers. Spiral Skills management will ensure that staff receive appropriate training in the maintenance of a “Confidentiality Service” and are made aware of the requirements set out in the “Confidentiality Code of Practice” and other confidentiality

agreements/information sharing protocols developed to support partnership

working. Spiral Skills will also ensure that an appropriate support and advice mechanism is implemented to support staff and management in dealing with complex and difficult legal or ethical decisions regarding the disclosure of confidential client information.

Confidentiality
What Is Confidential Client Information?

A duty of confidence arises when one person discloses information to another in circumstances where it is reasonable to expect that the information will be held in confidence. This is:
a. a legal obligation that is derived from case law;

b. a requirement established within professional codes of conduct; and

c. included within Spiral Skills employment contracts as a specific requirement

    linked to disciplinary procedures.
Clients entrust us with their personal and sensitive information in order that we can provide them with the advocacy services they require. To maintain this trust and meet legal requirements it is important that Spiral Skills provides and is seen, to provide a confidential service.
Disclosing and using Confidential Client information

Clients must be made aware of information disclosures that need to take place in order to provide them with a high quality advocacy service. In particular, where there are important elements of the advocacy care cycle that may not be obvious to client and should be drawn to their attention. 
Similarly, clients may be aware of the need to share information between members of their care team but may not be aware of the organisations involved or the partnership arrangements established within jointly provided care teams. Sharing Agreements must be followed as these are complementary to this policy. In all cases, the effort made to inform clients should reflect the breadth of the required disclosure. 
Access to information in records that would not necessarily be disclosed to the client

Under the Data Protection Act 1998, clients themselves have the right to apply to the record holder for access to their records. However, there are circumstances in which information in the records will be withheld from the patient. This includes: 

· where it has been decided that it is not reasonable in all the circumstances to disclose information relating to or provided by an identifiable third person who had not consented to the disclosure (“third party information”).
· where an appropriate health professional has said that the information should not be disclosed because it is likely cause serious harm to the physical or mental health or condition of the client or any other person (“information risking serious harm”). 

Clients Consent to Disclosure
Clients generally have the right to object to the use and disclosure of confidential information that identifies them. Clients must be informed if their decisions about use and disclosure have implications for the provision of care or treatment.
The Confidentiality model
The requirements that must be met in order to provide client with a confidentiality service are detailed below:
a. PROTECT – look after the patient’s/service user’s information

b. INFORM – ensure that client are aware of how their information is used;

c. PROVIDE CHOICE – allow client to decide whether their information can be disclosed or used in particular ways;

d. IMPROVE – look for better ways to protect, inform and provide choice.
Protecting Client Information

Personal identifiable information will be protected through implementation of the

following measures:
a. staff, contractors and volunteers will be made aware of their responsibilities under this policy and the “Confidentiality Code of Practice”;

b. client information will be recorded accurately and consistently;

c. appropriate security measures concerning the holding of information

d. disclosing and using information with appropriate care

e. compliance with established Partnership Information Sharing Protocols

and Operational Service Specific Information Sharing Agreements.

Inform Clients Effectively

Clients will be made aware that information they give may be recorded, shared in line with agreed protocols, and used to support other work to monitor the quality of service provided. Review procedures including appropriate quality checks will be implemented to ensure that this requirement is being effectively undertaken. 
Responsibilities

All staff will ensure that
· where practicable information leaflets on client confidentiality and information disclosure have been read and understood by  client, and their carers;
· clients are aware of when information is recorded or records are accessed;
· they inform clients when they are or will be disclosing information to others;
· clients are aware of choices available to them in respect of how their information may be disclosed and used;
· they check with client that they have no concerns or queries about how their information is disclosed and used;
· they answer any queries personally or direct the patient to others who can answer their questions; 
· they respect the rights of the client and facilitate them in exercising their right to have access to their care records.
Using and disclosing confidential client information

The disclosure and use of confidential client information needs to be both lawful and ethical. The requirements of the law and ethics are mainly in step with regard to this area. However, the law only gives a minimum standard, which does not always meet the appropriate ethical standards that the government and the professional regulatory bodies require.
Legal considerations

There are a range of statutory provisions that limit or prohibit the use and disclosure of information in specific circumstances and similarly, a range of statutory provisions that require information to be used or disclosed. There are numerous areas of law which constrain the use and disclosure of confidential advocacy service information. 
These are outlined in brief below:-
Common Law Duty of Confidentiality

This is not derived from an Act of Parliament but is built up from case law where Practice has been established by individual judgements. The key principle is that

information should not be used or disclosed, except as originally understood by the client. Confidentiality can be breached ‘in the public interest’ but this should be decided on a case-by-case basis. Confidentiality can be overridden or set aside by legislation.

Data Protection Act 1998

This Act provides a framework that governs the processing of information that identifies living individuals “personal data”. Processing includes holding, obtaining, recording, using and disclosing of information. The Act applies to all media, including paper and images. It applies to confidential client information but it also encompasses wider use of personal data (i.e. staff records etc.).

The Act identifies eight principles that set standards for information processing.

In the context of confidentiality, the most significant principles are:
principle 1 – processing must be fair and lawful;

principle 2 – personal data to be processed for one or more specified and lawful 

                    purposes;

principle 7 – personal data to be protected against unauthorised or unlawful 

                    processing and against accidental loss, destruction or damage.

Human Rights Act 1998

Article 8 of the Act establishes a right to ‘respect for private and family life’. This

underscores the duty to protect the privacy of individuals and preserve the confidentiality of their records. Current understanding is that compliance with the Data Protection Act 1998 and the common law duty of confidentiality should satisfy Human Rights requirements.

Links to other policies/legislation
Northumberland Safeguarding Adults Strategy

The Mental Capability Act 2005

The Mental Health Act 1983 (As amended 2007)

Review
This policy will be reviewed by the Senior Management and the Chief Executive of Spiral Skills annually.
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